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EVALUATING ZERO-DAY GENERALISATION IN VANET
DETECTION

ANTHONY IBRAHIM

ABSTRACT. The rapid expansion of the Internet of Vehicles has introduced
security vulnerabilities, requiring robust Intrusion Detection Systems. This
study evaluates the generalisation capabilities of Random Forest, XGBoost,
Naive Bayes, Logistic Regression and Extra Trees against zero-day vehicu-
lar attacks. Using the VeReMi NextGen dataset, the methodology separates
known and unseen attacks using the Leave-One-Attack-Out strategy to simu-
late realistic, unseen threat scenarios. Results demonstrate that while Random
Forest excels at identifying known threats, it suffers from overfitting, resulting
in a low Fl-score for zero-day attacks. Conversely, XGBoost and Extra Trees
exhibit more consistent zero-day performance, suggesting improved robustness
against novel vehicular attacks.
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1. INTRODUCTION

The advent of the Internet of Vehicles (IoV) has revolutionised intelligent trans-
portation systems by facilitating real-time communication between vehicles and
infrastructure. However, this hyperconnectivity significantly expands the attack
surface, exposing vehicular networks to sophisticated cyber threats ranging from
message falsification to denial-of-service attacks. As highlighted by Ferrag et
al. [5], integrating deep learning with standard machine learning approaches is
becoming essential to securing these complex environments against increasingly
malicious intrusions.

Current Intrusion Detection Systems (IDS) often rely on supervised learning
models trained on historical data. While these models achieve high accuracy on
known patterns, they frequently struggle with “zero-day” attacks—threats that
were not present in the training set. Ghaleb et al. [I] emphasise that while
ensemble, adaptive and anomaly-based VANET IDS approaches can improve de-
tection performance [2, 16], the ability of a model to generalise its learning to
unseen attack vectors remains a critical hurdle. Thus, the results of this study
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have several implications in computer science applications such as cybersecurity,
anomaly detection and robust machine learning evaluation. The LOAO evalua-
tion framework can aid researchers to test their models on unseen attack types
before deployment. Such implementation is useful for designing safer vehicular
networks that remain reliable in real world conditions.

This paper addresses the generalisation challenge by evaluating machine learn-
ing models against unseen vehicular attacks using a Leave-One-Attack-Out (LOAO)
strategy. We utilise the VeReMi NextGen dataset to evaluate five distinct algo-
rithms: Random Forest, XGBoost, Naive Bayes, Logistic Regression and Extra
Trees. By separating known and unseen attacks, this study evaluates model
generalisation under zero-day conditions. Unlike conventional benchmark-driven
VANET IDS studies, this work evaluates model robustness to unseen attacks
using a Leave-One-Attack-Out framework. This setup better reflects real-world
deployment scenarios where IDS models encounter previously unseen malicious
behaviours. Therefore, this study emphasises benchmark-to-zero-day generalisa-
tion and robustness rather than benchmark accuracy alone.

The main contributions of this study are a LOAO-based zero-day evaluation
of ML-based VANET intrusion detection using the VeReMi NextGen dataset. It
compares benchmark and zero-day attack performance, showing that high bench-
mark accuracy does not guarantee robust generalisation. In addition, Welch’s
t-test is used to statistically compare the benchmark and the mean zero-day F1-
score.

2. METHODOLOGY

2.1. Dataset. This study is based on the VeReMi NextGen dataset [6] based
on the Highway 2 scenario. The Highway 2 scenario was selected for its bal-
anced traffic complexity and diverse vehicular communication behaviours, which
are suitable for controlled zero-day evaluation. The dataset includes features
such as position, speed, acceleration, heading, timing, and communication noise
variables. Additional engineered features were derived from the original sender
and receiver vehicular attributes to capture communication consistency and ab-
normal behavioural patterns. Inspired by the preprocessing framework proposed
in [15], absolute positional, speed, and acceleration noise features, as well as
sender-receiver relational features such as speed difference, acceleration differ-
ence, and Euclidean positional distance between communicating vehicles were
generated. The engineered features were defined as speed difference between
sender and receiver |vs — v,.|, acceleration difference as |a; — a,|, and Euclidean

positional distance as \/(xs — )2 + (ys — y-)2. Absolute noise features were also
used for position, speed, and acceleration to represent the magnitude of measure-
ment disturbance. These engineered features were designed to improve the de-
tection of anomalous vehicular behaviour and to enhance generalisation against
zero-day attacks. Additionally, since this paper aims to detect attacks rather
than classify them, each attack type was converted into a binary classification (0
= benign, 1 = attack).
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TABLE 1. VeReMi NextGen Dataset Summary

Property Value

Samples 1,733,541

Classes 15 (including benign)
Benign 1,370,938

Attack 362,603

Zero-Day Attacks 5

Initially, the dataset was tested using all attack types. This was done to serve
as the benchmark for the zero-day experiment. To test the zero-day attacks, a
Leave-One-Attack-Out (LOAO) strategy was applied, in which the models were
trained on all attack types except the one being tested. Let A = {A;, As, ..., Ax}
denote the set of attack types. For each LOAQO iteration 7, the model is trained
on A\ {A;} and tested on A;.

The original Train and Validation splits were merged to maximise the amount
of data available for model learning, while the Test split remained completely
unseen during training and was used only for final evaluation. The five attacks
chosen for testing are data replay, DoS attack, reversed heading, sudden stop, and
traffic congestion sybil. These attacks were selected to represent diverse vehicular
attack behaviours and communication anomalies within VANET environments.

The implementation and code can be found on GitHub: https://github.
com/anthonyibr24/Zero-Day-attack-on-VeReMi-dataset.

2.2. ML and Metrics. This study utilised five machine learning (ML) models,
namely: Random Forest (RF), XGBoost, Naive Bayes, Logistic Regression (LR)
and Extra Trees. These models were chosen to represent different detection al-
gorithms. For instance, RF builds numerous independent decision trees, whereas
XGBoost builds them sequentially, with each tree correcting previous errors. The
Naive Bayes model was used because it follows a probabilistic approach based on
Bayes’ theorem, which assumes independent features [11], while LR was included
as a linear baseline classifier. Lastly, Extra Trees (ET) was included for its robust-
ness to noisy tabular data and its ability to generalise across complex behavioural
patterns in zero-day attack detection [7].

To test these models, various metrics were used. A 4-fold cross-validation
was done by combining the train and validation sets and testing on the test
sets. Accuracy measures overall prediction correctness, while precision indicates
how reliable a model is when predicting a positive class, and recall measures
the proportion of attacks successfully detected. Along with these metrics, ROC-
AUC showcases how well the model can differentiate between normal and attack
messages. To further evaluate model robustness, Welch’s t-test (a = 0.05) was
applied to compare the benchmark and zero-day average Fl-scores across all
attacks for each model. The null and alternative hypotheses for Welch’s t-test
are defined as: HO * Mbenchmark = HMzero-day and Ha * Mbenchmark % Hzero-day - The
Welch’s t-test used n, = 4, representing the four benchmark cross-validation
folds and n, = 5 representing five F1-scores from the five LOAO unseen attacks,
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FI1GURE 1. Zero-Day Detection Pipeline where models are trained
on known cyber-attacks and tested on unseen cyber-attacks using
different ML models

which are used to compute the zero-day mean. Hence, the degrees of freedom
(df) were estimated using the Welch—Satterthwaite equation, resulting in df ~ 4.

Median imputation was applied within each model pipeline, with standardi-
sation used for Logistic Regression and Naive Bayes. A stratified 4-fold cross-
validation with shuffling and a fixed random seed of 42 was used for reproducibil-
ity. Class imbalance was addressed using class-weighted training for RF, LR and
Extra Trees, and scale_pos_weight for XGBoost.

3. RESULTS

This section presents the ML results obtained from the benchmark and the zero-
day attacks. Referring to Table 3, although all five models appear competitive
in terms of accuracy, the Fl-scores indicate that Naive Bayes and LR performed
poorly. This observation is important, as accuracy alone can be misleading in ma-
licious classification problems due to class imbalance. With RF, XGBoost, and
Extra Trees achieving Fl-scores of 0.65, 0.70, and 0.69, respectively, these re-
sults demonstrate comparatively stronger detection capability. Conversely, Naive
Bayes and LR achieved F1-scores of 0.15 and 0.33, respectively, highlighting the
dataset’s complexity and the limitations of linear and probabilistic approaches.
Moreover, XGBoost achieved the highest recall, 0.77, followed by RF (0.71)
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and Extra Trees (0.68), demonstrating these models’ ability to correctly iden-
tify cyber-attacks. However, in terms of precision, RF had a high recall (0.71)
but low precision (0.59). This result suggests that RF misclassified numerous be-
nign cases as malicious, resulting in a drop in precision. Therefore, unlike Extra
Trees that had consistent precision, recall, and F1l-score, RF had a higher rate of
false alarms.

Table 4 shows the LOAO zero-day attacks. Overall, the results highlight the
challenges of zero-day intrusion detection in VANET environments. This is evi-
dent from the significant drop in Fl-scores compared to the benchmark experi-
ment. Although several models maintained high recall values, with values up to
1.00, precision remained consistently low for most unseen attacks. This suggests
that the models produced a high number of false-positive detections, with some
models tending to classify most samples as malicious. This may be influenced by
the imbalanced attack ratios. Among the evaluated models, XGBoost and Extra
Trees achieved the highest overall F'l1-scores. In particular, both models achieved
the highest F1-scores for the traffic congestion sybil attack, with XGBoost achiev-
ing 0.47 and Extra Trees achieving 0.46. This is due to the higher attack ratio
(31%), which improved separability and detection. Thus, this result suggests that
tree-based ensemble models demonstrated stronger capability in identifying un-
seen vehicular anomalies. However, Naive Bayes and LR had the weakest overall
results among the models. As seen in Table 2, the average F1-scores for Naive
Bayes (0.18) and LR (0.16) were the lowest compared to the tree-based algorithms
RF (0.24), XGBoost (0.26) and Extra Trees (0.25). Additionally, Table 2 presents
the statistical comparison between benchmark and zero-day average F1-scores us-
ing Welch’s t-test. The results indicate a statistically significant drop in F'l-score
performance between benchmark and zero-day attacks across RF, XGBoost, LR,
and Extra Trees. However, Naive Bayes showed no statistical significance due to
its consistently poor performance. Lastly, for several unseen attacks, ROC-AUC
values remained close to 0.5, indicating difficulty in separating benign and unseen
attack distributions. Although some unseen attacks achieved high ROC-AUC val-
ues, low Fl-scores indicate poor threshold-level classification due to severe class
imbalance and excessive false-positive predictions.

Moreover, Figure 2 shows the heatmap of the models’ Fl-scores across the
unseen attacks. The DoS attack seems to be the easiest to classify, as all models
achieved comparable results. On the other hand, data replay and reversed heading
were considered difficult attacks to classify across all models, with all models
achieving approximately 0.18 Fl-scores, while LR achieved 0.12. However, LR
achieved its strongest zero-day performance on the sudden-stop attack, with an
F1-score of 0.26. As for traffic congestion sybil, RF, XGBoost, and Extra Trees
clearly outperformed both Naive Bayes and LR, with XGBoost achieving an F1-
score of 0.47 compared to 0.08 for Naive Bayes and LR.

4. DISCUSSION

Comparing benchmark performance with zero-day evaluation, it is apparent
that the models performed better on known attacks than on unseen attacks.
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FIGURE 2. Zero-day F1l-score heatmap across unseen attacks.

TABLE 2. Comparison between benchmark and zero-day average
F1-scores using Welch’s t-test

Model Benchmark F1 Zero-Day Avg F1 p-value Significant
Random Forest 0.65 0.24 0.0015 Yes
XGBoost 0.70 0.26 0.0035 Yes
Naive Bayes 0.15 0.18 0.6078 No
Logistic Regression 0.33 0.16 0.0218 Yes
Extra Trees 0.69 0.25 0.0032 Yes

TABLE 3. Performance Comparison of Machine Learning Models

Model Accuracy  Precision Recall Fl-score ROC-AUC
Random Forest 0.83 £0.0011 0.59 £ 0.0027 0.71 £ 0.0020 0.65 4 0.0012 0.89 4 0.0007
XGBoost 0.86 £ 0.0011 0.65 £ 0.0025 0.77 £ 0.0032 0.70 £ 0.0023 0.92 £ 0.0011
Naive Bayes 0.75£0.0006 0.28 £0.0015 0.11 £0.0017 0.15 4 0.0018 0.56 4 0.0005
Logistic Regression 0.56 £ 0.0010 0.25 % 0.0003 0.52 4 0.0014 0.33 £ 0.0003 0.56 = 0.0009
ExtraTrees 0.87 £0.0012 0.69 £ 0.0034 0.68 & 0.0029 0.69 4 0.0027 0.89 4 0.0007

Hence, this shows that the models struggle to generalise to unseen attacks. More-
over, model accuracy alone is insufficient to evaluate zero-day attack detection
performance [12]. In imbalanced datasets, accuracy can be misleading because a
model may achieve high accuracy despite poor attack-detection capability. There-
fore, the F1-score provides a more reliable measure of model performance in such
classification problems [3]. In Table 3 and 4, there is a significant drop in F1-
score across all models, which illustrates the poor generalisation of the models
to unseen attacks. Moreover, the results demonstrate high recall but low preci-
sion. This indicates that the models are misclassifying numerous benign samples
as malicious while detecting a high number of attacks, leading to an increased
false positive rate. Although detecting these unseen attacks is crucial for safety,
excessive false alarms undermine the system’s reliability and practicality [2].
Additionally, comparing the individual models, tree-based models were the
strongest in classifying unseen attacks. Models such as RF, XGBoost and Extra
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TABLE 4. Selected Leave-One-Attack-Out Zero-Day Results

Model Unseen Attack Accuracy Precision Recall Fl-score ROC-AUC Benign% / Attack%
dataReplay 0.46 £0.0265 0.1140.0008 0.62 £0.0324 0.19 4 0.0006 0.55 £ 0.0018 90% / 10%
dosAttack 0.44 £0.0127 0.234+0.0051 0.61 £0.0182 0.34 +0.0071 0.51 £ 0.0083 7% | 23%
Random Forest reversedHeading 0.50 £ 0.0108 0.09 £ 0.0038 0.46 +0.0161 0.15 4 0.0061 0.48 + 0.0135 91% / 9%
suddenStop 0.35£0.0319 0.06 & 0.0029 1.00 £ 0.0000 0.12 4 0.0052 1.00 £ 0.0002 96% / 4%
trafficCongestionSybil 0.52 4 0.0081 0.32 +0.0047 0.50 & 0.0049 0.39 + 0.0029 0.53 & 0.0035 69% / 31%
dataReplay 0.12+0.0011 0.10 £ 0.0004 0.98 +0.0038 0.18 £ 0.0008 0.52 + 0.0034 90% / 10%
dosAttack 0.244+0.0028 0.23 £0.0005 0.98 £0.0050 0.38 +0.0008 0.47 £ 0.0054 % / 23%
XGBoost reversedHeading 0.1240.0047 0.09 +£0.0011 0.96 & 0.0123 0.17 £ 0.0019 0.47 & 0.0091 91% / 9%
suddenStop 0.06 £ 0.0043 0.05=40.0002 1.00 £ 0.0000 0.09 & 0.0004 0.96 £ 0.0053 96% / 4%
trafficCongestionSybil 0.32 4 0.0045 0.31+0.0015 0.97 4 0.0228 0.47 +0.0043 0.53 & 0.0077 69% / 31%
dataReplay 0.16 £ 0.0082 0.10 £ 0.0002 0.94 £ 0.0084 0.18 4 0.0002 0.51 £ 0.0011 90% / 10%
dosAttack 0.27£0.0004 0.24 £0.0002 0.94 £ 0.0012 0.38 £ 0.0003 0.50 = 0.0007 % /| 23%
Naive Bayes reversedHeading 0.16 £ 0.0100 0.09 £ 0.0001 0.91 4 0.0124 0.17 £ 0.0003 0.49 & 0.0010 91% / 9%
suddenStop 0.09 £0.0025 0.05=0.0001 0.96 £ 0.0050 0.09 & 0.0002 0.56 + 0.0022 96% / 4%
trafficCongestionSybil  0.68 4 0.0033 0.35 £ 0.0107 0.05 4 0.0091 0.08 +0.0145 0.53 & 0.0073 69% / 31%
dataReplay 0.79 £0.0140 0.10 £ 0.0003 0.14 +£0.0186 0.12 4 0.0065 0.50 £ 0.0008 90% / 10%
dosAttack 0.61£0.0190 0.25£0.0016 0.33 £0.0361 0.28 £0.0119 0.51 = 0.0008 7% / 23%
Logistic Regression reversedHeading 0.84 £0.0068 0.06 £ 0.0016 0.04 £ 0.0058 0.05 4 0.0044 0.45 +£ 0.0005 91% / 9%
suddenStop 0.92 £0.0053 0.2240.0096 0.32+0.0235 0.26 4 0.0050 0.83 £ 0.0045 96% / 4%
trafficCongestionSybil  0.67 4 0.0041 0.28 + 0.0027 0.05 4 0.0091 0.08 + 0.0131 0.48 £ 0.0005 69% / 31%
dataReplay 0.18 £ 0.0063 0.10 £ 0.0005 0.91 +0.0043 0.18 4 0.0008 0.53 + 0.0017 90% / 10%
dosAttack 0.27 £0.0052  0.23 4 0.0008 0.93 £ 0.0065 0.37 4 0.0010 0.50 £ 0.0041 7% | 23%
Extra Trees reversedHeading 0.18 £0.0036 0.09 £ 0.0008 0.88 £0.0092 0.17 £0.0015 0.48 £0.0113 91% / 9%
suddenStop 0.07 £0.0012  0.05=0.0001 1.00 £ 0.0000 0.09 & 0.0001 1.00 + 0.0003 96% / 4%
trafficCongestionSybil 0.35 4 0.0044 0.31 £0.0019 0.87 £ 0.0058 0.46 #+ 0.0027 0.50 £ 0.0046 69% / 31%

Trees had the most competitive Fl-scores [9, 8]. This suggests that ensemble-
based tree models are more effective at capturing complex nonlinear relationships
within vehicular communication data. Moreover, it is important to avoid overfit-
ting of the models. For instance, RF achieved strong benchmark results but weak
performance against zero-day attacks. This indicates that RF learned attack-
specific patterns rather than general malicious behaviours. It should be noted
that Naive Bayes and LR had the lowest average zero-day F1-score performance.
Compared to [16], their results confirm that Naive Bayes underperforms in such
detection systems. This could be due to the complexity and correlation among
the features used to identify malicious attacks, as Naive Bayes assumes indepen-
dence among features, whereas LR assumes linear separation between groups.
Naive Bayes assumes conditional independence among input features [14], such
that
d
P(xy,x9,...,24ly) = H P(x;ly).

j=1

However, vehicular features such as position, speed, acceleration and heading are
naturally correlated. This implies that Cov(x;, x;) # 0 for several feature pairs,
violating the independence assumption and helping explain the weak F'l-score
performance of Naive Bayes compared with tree-based ensemble models. As a
result, both models struggled to generalise to unseen attacks. Moreover, based
on the ROC-AUC results, most models had scores around 0.5, indicating they
could not reliably distinguish between benign and unseen attacks.

Traditional IDS studies often focus on improving model performance in detect-
ing malicious cyber-attacks, which may not accurately reflect real-world deploy-
ment conditions. In practice, attackers continuously introduce evolving attack
strategies that the IDS may have never been trained on before. Therefore, the
findings highlight the necessity of zero-day evaluation frameworks. LOAOQO pro-
vides a controlled framework for evaluating IDS generalisation to unseen attacks.
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4.1. Limitations and future work. Although tree-based ensemble models demon-
strated comparatively stronger performance, overall zero-day detection capability
remains limited due to poor generalisation and high false-positive rates. Future
work should explore other ML models, such as Support Vector Machines (SVMs)
and advanced deep learning architectures, in zero-day attack scenarios to improve
robustness against evolving vehicular cyber-attacks and reduce false-positive de-
tections. Although this study was limited to the VeReMi NextGen dataset, the
dataset provides diverse attack behaviours suitable for controlled zero-day IDS
evaluation. Future work should validate the proposed framework across addi-
tional VANET datasets and real-world vehicular environments [13, 10].

5. CONCLUSION

This study investigated the generalisation capability of multiple ML models for
zero-day attack detection in VANET environments using a Leave-One-Attack-Out
evaluation strategy. These findings demonstrated that benchmark results may be
misleading in identifying the robustness of IDS in real-world applications [17, 4].

Although tree-based models such as RF, XGBoost and Extra Trees achieved
strong benchmark results, their performance declined during LOAO evaluation.
Moreover, Naive Bayes and LR performed poorly compared to the other models
in both scenarios. These findings highlight the limitations of traditional ML
models in handling unseen vehicular cyber-attacks and emphasise the need for
more robust and adaptive IDS strategies. Overall, the results demonstrate that
high benchmark accuracy alone does not guarantee reliable zero-day detection
performance in VANET environments.
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