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Abstract. Privacy concerns in smart healthcare arise due to the collection,
storage, and sharing of personal health data through various interconnected
devices and networks, coupled with the widespread use of data-gathering tools
facilitated by advancing technology. This article focuses on the data collected
in smart healthcare and the privacy concerns that arise from it. With the
increasing adoption of technology in healthcare, there is a growing need to en-
sure the protection of sensitive health data. Anonymization techniques such
as k-anonymity, l-diversity, and t-closeness are essential tools for safeguarding
personal information. This paper discusses the importance of these techniques
in maintaining privacy and security in the health environment and analyzes
the privacy preserving in healthcare databases. It has been concluded that
combinations of privacy models used have been successful in ensuring privacy
of health data.
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1. Introduction

With the development of technology, collecting, processing, storing, and ana-
lyzing data has become easier. However, these conveniences have made it more
difficult to protect the privacy of data. The increase in data requires more re-
sponsibility for protecting the privacy of sensitive data. The exposure of sensitive
data can harm an individual or organization. Protecting sensitive data is crucial
not only for maintaining privacy but also for preventing fraud, identity theft, and
other harmful actions. To protect data, appropriate security measures such as
encryption, access controls, and data backups should be taken. Following best
practices for data processing and storage, regularly updating software, and con-
ducting regular security audits are also important. Additionally, organizations
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must comply with relevant laws such as the General Data Protection Regula-
tion (GDPR) [30] or the Health Insurance Portability and Accountability Act
(HIPAA).

Anonymization is an important and very common technique used to protect
sensitive data. This technique includes different anonymization techniques. This
can involve removing or altering names, addresses, dates of birth, and other
personal information from data sets. Anonymization is used in various fields,
including healthcare, finance, and marketing, to protect sensitive information
while still allowing for data analysis and research. However, it is important to
note that complete anonymization is not always possible, and there is always a
risk of re-identification through data linkage or other means.

The main topic addressed in this article is the protection of privacy by apply-
ing three different privacy models to a healthcare dataset using the ARX-Data
Anonymization Tool. A small healthcare dataset was created by removing de-
scriptive information such as patient names, which is typically removed from
healthcare datasets on the Internet, and replacing it with random information.
Firstly, smart healthcare systems were introduced, and the privacy issues in these
systems were examined. Then, the identification of sensitive data in a dataset
was discussed, as correctly identifying sensitive data is the first step in protecting
it and is therefore very important. In addition, the concept of protecting privacy
was addressed because learning the scope of this concept in detail is important
for the correct application of the concept to protect data. Then, anonymiza-
tion methods were examined, and k-anonymity, one of the most commonly used
anonymization techniques, was examined. However, since k-anonymity is not
sufficient for the protection of sensitive data, l-diversity and t-closeness privacy
models were examined together with this technique. The use of these three mod-
els separately and together was discussed, and a comparison was made among
them based on the scores shown by ARX.

T-anonymity is a technique used in data anonymization that involves modifying
or concealing personally identifiable information (PII) so that individuals cannot
be identified within a dataset. The concept of K-anonymity is based on the idea
that a record in a dataset is considered anonymous if it cannot be distinguished
from at least K-1 other records. This technique enables the sharing of datasets
without compromising the privacy of individuals within the data, making it useful
for research purposes. L-diversity is a privacy protection technique used for data
anonymization. It is an extension of the K-anonymity technique and is used to
ensure that sensitive attributes have at least L well-represented values. Well-
represented values are selected based on their frequency in the dataset and must
be numerous enough to make it difficult to extract sensitive information. L-
diversity provides an additional level of privacy protection beyond K-anonymity
by making it harder for an attacker to extract sensitive information even if they
are able to identify a specific record in the dataset. T-closeness is a privacy
protection technique used to ensure that any sensitive attribute in a dataset is
distributed similarly to the distribution of all other attributes. This technique
works by controlling the distribution of an attribute in a certain subset of the
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dataset. T-closeness can be seen as a combination of L-diversity and K-anonymity
techniques.

The main contributions of this research are as follows:

(1) The lifecycle of data in smart healthcare systems has been examined and
privacy issues have been investigated.

(2) The identification of sensitive data has been thoroughly discussed.
(3) Privacy models have been examined in the context of privacy protection

and elaborated upon in detail through the use of ARX-Anonymization
Tool.

(4) Privacy techniques have been explored through healthcare scenarios.

The remainder of this article is structured as follows. In Section 2, privacy con-
cerns surrounding smart healthcare systems are discussed, followed by Section 3,
which details the identification of sensitive attributes within the data. Chapter 4
expounds upon the meaning of privacy preservation, while Section 5 delves into
the concept of anonymization. Section 6 provides an overview of various privacy
models, while Section 7 outlines the experimental outcomes. Lastly, Section 8
presents a thorough analysis of the experimental results.

2. Privacy Issues On The Smart Healthcare Environment

Smart systems refer to automated systems that utilize advanced technologies
such as artificial intelligence (AI), machine learning, and the Internet of Things
(IoT) to perform complex tasks and make decisions without human interven-
tion. These systems are designed to analyze and respond to their environment in
real-time, adapting to changes to improve their performance and optimize their
functionality. Smart systems are typically composed of several components, in-
cluding sensors, actuators, communication devices, and control systems. These
components work together to collect data from the environment, process it, and
respond accordingly. For example, a smart HVAC system might use temperature
and humidity sensors to monitor the indoor environment and adjust the heat-
ing and cooling accordingly. These systems are used in various industries, such
as healthcare, transportation, manufacturing, and energy, to improve efficiency,
reduce costs, and enhance safety. In this article, smart healthcare systems were
mentioned.

Smart healthcare systems are a type of smart system that utilize advanced
technologies such as artificial intelligence, machine learning, and the Internet of
Things to improve the delivery and quality of healthcare services. These sys-
tems are designed to collect and analyze health data from patients and health-
care providers in real-time, enabling more personalized and efficient healthcare.
Smart healthcare systems can be used for a variety of applications, including re-
mote patient monitoring, telemedicine, predictive analytics, and drug discovery.
For example, remote patient monitoring systems use wearable sensors and other
connected devices to track patients’ vital signs and activity levels, allowing health-
care providers to monitor their health and intervene if necessary. Telemedicine
systems enable patients to consult with healthcare providers remotely, reducing
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the need for in-person visits and improving access to care for patients in remote
or underserved areas.

The use of smart healthcare systems has the potential to improve healthcare
outcomes and reduce costs, as well as enhance patient experience and satisfaction.
However, the adoption of these systems also raises concerns about data privacy
and security, as well as the potential for bias and discrimination in the algorithms
used to analyze health data.

Figure 1. Smart healthcare scenario

The physical world layer in healthcare systems refers to the tangible and con-
crete aspects of healthcare delivery, such as medical facilities, equipment, and
supplies. This layer includes devices such as sensors, control systems, commu-
nication tools, and the physical environment in which healthcare services are
delivered, such as hospitals, clinics, and other healthcare facilities. The gateway
layer in healthcare systems refers to the technology infrastructure that allows
different healthcare systems and applications to communicate with each other,
share data, and exchange information securely. It acts as a bridge between differ-
ent healthcare systems, enabling the seamless flow of data and information across
different platforms.

The gateway layer in healthcare systems refers to the technology infrastructure
that allows different healthcare systems and applications to communicate with
each other, share data, and exchange information securely. It acts as a bridge
between different healthcare systems, enabling the seamless flow of data and
information across different platforms. The gateway layer is a critical component
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of healthcare systems, as it allows healthcare providers to access and exchange
patient data quickly and securely. It enables different healthcare systems to
interoperate, which means that patient data can be shared between different
systems and applications, even if they were developed by different vendors. The
gateway layer is also essential for ensuring data security and compliance with
privacy regulations, such as HIPAA. It provides authentication and authorization
mechanisms to ensure that only authorized users can access patient data, and it
encrypts data transmissions to protect patient privacy.

In Smart healthcare systems, the source of information is humans. Informa-
tion that is required is collected from the human body through sensors located
in the physical layer. Gateway layers act as a bridge between the physical layer
and the cloud layer. The gateway layers route data from the storage unit in
the physical layer and other incoming data to the data storage and processing
units in the cloud layer. In this context, health services and applications in the
cloud layer can process and analyze the data. The cloud layer and the healthcare
server system are connected through a network infrastructure that allows secure
data transfer between the two systems. The healthcare server system typically
hosts critical healthcare applications and services such as electronic health records
(EHRs), picture archiving and communication systems (PACS), and clinical de-
cision support systems (CDSS). These systems generate and store large amounts
of patient data that must be accessible and secure. Healthcare organizations
typically use secure network protocols such as virtual private networks (VPNs)
and firewalls to connect the cloud layer and the healthcare server system. VPNs
provide a secure connection between the cloud layer and the healthcare server
system by encrypting data transmitted over the network. Firewalls help prevent
unauthorized access to the network by monitoring incoming and outgoing traffic.
Only authorized personnel such as nurses, doctors, emergency medical techni-
cians, secretaries, etc., are allowed to access the information on the healthcare
servers.

Privacy should be ensured wherever sensitive data is involved. Privacy issues
are a major concern for healthcare systems. At the physical layer the reason is
because sensitive health data is often transmitted wirelessly, making it susceptible
to eavesdropping and interception. Additionally, unauthorized access to medical
devices, such as pacemakers and insulin pumps, can have severe consequences for
patients. Therefore, privacy and security must be a top priority in the devel-
opment and implementation of smart healthcare systems to ensure patient trust
and safeguard sensitive information. In the gateway layer, privacy issues include
data breaches, unauthorized personnel accessing sensitive patient information,
and data being compromised if not properly secured. Healthcare systems may
use a server to store healthcare data. These servers may be vulnerable to attacks
due to security vulnerabilities, leading to the theft of sensitive healthcare informa-
tion. To ensure the security of servers, strong encryption, secure authentication,
monitoring, and update processes are necessary.
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3. Sensitive Attribute in Data

Sensitive data can be defined as classified data that needs to be protected
with various cybersecurity measures and cannot be accessed by unauthorized
individuals or third-party components without privileged access permission. Such
data may include sensitive or personal information such as personal identity,
financial status, medical condition, ethnic origin, religion, gender, and sexual
orientation. The storage of sensitive data in electronic or physical form does
not change its nature. In both cases, sensitive data must be carefully protected
against cyber threats.

Sensitive data is legally protected in many countries and its processing is sub-
ject to strict rules. Legal regulations, such as the General Data Protection Regula-
tion (GDPR) in the European Union (EU), which contains rules on the processing
of personal data, make the protection of sensitive data an important issue.

According to GDPR, sensitive personal data, in other words, special categories
of personal data, include many different elements such as [30]:

• Race
• Political opinions, ethnic origin, religion, philosophical beliefs, sect
• Style of dress
• Membership in associations, foundations, and unions
• Health information, sexual life
• Criminal convictions, security
• Genetic and biometric data

When determining the sensitivity of data and how it should be categorized, it’s
crucial to consider the potential impact on confidentiality, integrity, and availabil-
ity. If sensitive data is revealed, it could result in reputational damage for your
organization and threaten the privacy and security of your customers. Addition-
ally, tampering or alteration of sensitive data can lead to misinformation and
damage trust in your business. Loss or unavailability of sensitive data can also
cause legal and financial consequences and inconvenience for customers. There-
fore, it’s important to classify sensitive data based on its level of sensitivity and
potential impact, and put in place appropriate security measures such as encryp-
tion, access controls, and monitoring systems to detect and respond to security
breaches.

It is possible to examine sensitive data in terms of different types and levels of
security. Sensitive data types are discussed under four different headings, while
data sensitivity levels are discussed under three different headings.

3.1. Categories of Sensitive Data. Sensitive data can be categorized based on
their levels of sensitivity. Low data sensitivity refers to data that can be disclosed
without posing any significant problems for individuals, private organizations, or
government agencies. Access to this type of data is usually unrestricted, and it
is generally considered as public information that anyone can access. Data in
the medium sensitivity category are subject to contracts involving two or more
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parties, and the disclosure of such data can result in minimal damage to orga-
nizations. Examples of data in this category include student records, IT service
information, building plans, and travel information.

High data sensitivity refers to confidential data that can expose organizations
to various cyber attacks and may lead to GDPR sanctions. Protected health
data, IT security information, social security numbers, and controlled unclassi-
fied information are some examples of data falling into this category. Restricted
sensitive data is subject to a Non-Disclosure Agreement (NDA) to minimize le-
gal responsibility. This type of data includes trade secrets, credit card details,
intellectual property data, customer information, and education records [1].

3.2. Sensitive Data Levels. Highly sensitive data: This class includes special
categories of personal data. In the event of a breach of highly sensitive data,
serious negative consequences may occur. For example, such a breach could cause
significant financial losses to organizations and lead to significant legal sanctions.
Medium sensitivity data: Breaches of confidentiality of data used for internal
purposes typically do not pose serious problems for organizations.

Low sensitivity data: This group includes publicly available information and
poses a low level of concern for individuals, private companies, and government
agencies. Access restrictions on this type of data are generally nonexistent or
minimal [1].

Sensitive data were analyzed for ARX (https://arx.deidentifier.org/). Different
colors are used for different features in ARX: Red for identifying attributes, yellow
for quasi-identifying attributes, purple for sensitive attributes, green for insensi-
tive attributes. In this, ID is selected as insensitive because it is not identifier in
any way. Name is a direct identifier. Gender, age, and ZIP can be identifiers, so
quasi-identifer was chosen. Diseases are sensitive data.

First, the attribute whose type is desired to be determined is selected, and
then from this part, the type of the selected attribute is determined as shown in
Figure 2.

Figure 2. The part where the type of attributes is selected

Identifiers are data elements that directly identify individuals and should be
eliminated as their use is undesirable. Quasi-identifiers are data elements that
enable the linkage of different datasets. It is assumed that the data holder is
aware of which attributes are quasi-identifiers. However, in practice, this can be
challenging because it depends on the availability of other data in the universe.
Sensitive attributes are those data elements that should not be linked to an
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individual. The degree of sensitivity depends on the context. Misinterpreting the
sensitivity of data elements can result in weaker anonymization than expected.
Insensitive attributes are kept as they are [1].

4. Preserving Privacy

4.1. Privacy. Privacy enables individuals to have control over the collection,
use, sharing, and storage of their personal information. Privacy also includes
the right for an individual to live their private life without interference and with
respect. Generally, privacy covers many different topics, such as the protection of
an individual’s private life, freedom of information, processing of personal data,
digital rights, security, and cyber security.

Privacy is based on the principle that personal information must be collected
and processed lawfully. Therefore, many countries have privacy laws that estab-
lish rules for the collection, use, and sharing of personal information. Privacy laws
aim to prevent the illegal collection and processing of personal information and
require that personal information not be shared or sold without explicit consent.

Today, especially in the digital world, privacy has become even more impor-
tant. The internet and other technological tools have created new challenges and
risks for the collection, processing, storage, and sharing of personal information.
Therefore, privacy has become increasingly important for the security of personal
information and the protection of individuals’ private lives.

4.2. Privacy Preserving. Privacy preserving refers to all measures taken to
protect individuals’ private lives during the collection, processing, storage, and
sharing of personal information. These measures aim to ensure that personal
information is used only for designated purposes and in accordance with the law,
and to prevent unauthorized access to this information. Privacy preserving is
important because respecting individuals’ privacy is crucial for human rights and
fundamental freedoms. Personal information may include a variety of topics,
such as an individual’s identity, characteristics, habits, health status, financial
situation, and other sensitive information. Unauthorized access or misuse of this
information may violate individuals’ privacy and cause harm to them.

In addition, the security of personal information is essential to ensure individu-
als’ trust and safety. For example, when the security of sensitive information such
as health records is compromised, serious consequences such as the dissemination
of false information about individuals’ health status or the misuse of health ser-
vices for improper purposes may arise. In conclusion, privacy preserving is crucial
for protecting individuals’ private lives, avoiding violations of privacy, and ensur-
ing the security of personal information. With the development of the digital
world, privacy preserving measures have become even more important, and legal
regulations and technological solutions are being developed in this regard [1].

With the ARX application, an attempt was made to preserve privacy by using
privacy models on a health database that was created with random values.
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Table 1. Healthcare database with random values

ID Name Gender Age ZIP Disease
1 Allison Female 21 47000 Flu
2 Lucas Male 28 47008 Heart Disease
3 Nora Female 31 47004 Flu
4 Eleanor Female 35 47012 Gastritis
5 Daniel Male 22 47073 Heart Disease
6 Madeline Female 33 47098 Flu
7 Henry Male 45 47031 Flu
8 Gabriella Female 47 47031 High BP
9 Joseph Male 42 47408 Hepatitis B
10 Michael Male 36 47402 Gastritis
11 Hannah Female 38 47630 Gastritis
12 Adam Male 50 47689 High BP
13 Sofia Female 29 47677 Hepatitis B
14 Nicholas Male 32 47400 Hepatitis B
15 Emma Female 41 47601 Heart Disease
16 Jackson Male 25 47601 High BP

5. Anonymization Techniques

Anonymization is the process of making data so that it cannot be associated
with any identifiable or determinable real person, even if it is matched with
other data. Anonymization is the prevention of the identification of the person
concerned by removing or changing all direct and indirect identifiers in a dataset,
or by losing the characteristic of being distinguishable within a group or crowd
in a way that cannot be associated with a real person.

All procedures for the deletion, destruction and anonymization of personal
data are recorded, and these records are kept for at least three years, except for
other legal obligations. The data controller is responsible for taking all necessary
technical and administrative measures to anonymize personal data. If all the
conditions for processing personal data have been eliminated, the data controller
deletes, destroys or anonymizes the personal data requested by the data subject.
The data controller responds to the data subject’s request within thirty days at
the latest and informs the data subject.

If it is possible to understand who the data belongs to by matching and sup-
porting other data through monitoring over the data, it cannot be accepted that
this data has been anonymized.

5.1. Commonly Used Techniques For Anonymization.

• Masking : It is the process of making personal data unidentifiable by
deleting or masking certain areas. For example, masking occurs when a
portion of a person’s credit card number is replaced with asterisks (6698
**** **** 0006)
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• Aggregation/Cumulative Data Creation: It refers to the process
of aggregating data to reflect total values. For example, data on the
number of female employees in a company being Z and 40% of them
being university graduates and 60% having a master’s degree have been
anonymized.
• Data Derivation: It involves replacing detailed data with more general

equivalents. For example, if the date of birth is replaced with the person’s
age, the data is anonymized through data derivation.
• Data Mixing: It refers to the process of mixing values in a dataset to

eliminate the identifiability feature of individuals without causing harm
to the overall utility. For example, data mixing occurs when values rep-
resenting the ages of individuals in a class whose age average is required
are exchanged with one another [2].
• Data generalization: It is the process of creating a model that expresses

the characteristics of examples in a dataset in a more general way by
generalizing their features. This process helps to make the dataset more
understandable by revealing similarities and differences between examples.
Data generalization is particularly important for data privacy and security.
Each example in a dataset may contain sensitive information, and the
leakage of this information can cause personal privacy violations. Data
generalization can help protect sensitive information by allowing analysis
of examples based on more general features. Generalization allows us to
achieve k-anonymity used in the project.
• Adding noise to data: It is a technique used for privacy protection.

In this technique, personal information is protected by adding random
noise to data while maintaining its accuracy and reliability. This allows
operations such as data mining and data analysis to be performed while
preventing the disclosure of personal information. For example, adding
random noise to age values in each record in a dataset prevents the exact
age of each person from being known. In this way, age data can still be
used and analyzed, but the privacy of personal information is protected.
Adding noise to data is particularly useful for sensitive data sets such
as medical and health data. These data sets contain personal informa-
tion such as individuals’ health status, medical history, and medication
use. Protecting this data is important for preserving personal privacy and
fulfilling legal requirements. Adding noise to data enables the use and
analysis of this sensitive data while helping to protect privacy.

5.2. Generalization Hierarchy. The generalization hierarchy is a privacy pro-
tection technique that allows data sets to be anonymized at different levels. In this
technique, different attributes in the data set are anonymized at different levels
depending on their sensitivity. This way, the privacy of more sensitive attributes
can be better protected, while less sensitive attributes can still be analyzed.

The generalization hierarchy is usually applied at three different levels. The top
level is called complete anonymity and all sensitive attributes are anonymized. At
this level, all individuals in the data set are considered the same and individual
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identification is not possible. However, anonymizing the data set in this way can
also make data analysis more difficult.

The middle level is called partial anonymity and some sensitive attributes in
the data set are anonymized while others are left open. This way, less sensitive
attributes can be analyzed while the privacy of more sensitive attributes is still
protected.

The bottom level represents a data set with no anonymization. In this case,
the sensitive attributes of the data are completely open and each individual can
be identified.

The generalization hierarchy is an important technique among the many tech-
niques used to protect data privacy. However, this technique also has some dis-
advantages and can make data analysis more difficult.

After determining the sensitivity levels of the attributes in Arx, a generalization
hierarchy should be created for each quasi-identifier attribute. Because these
attributes will be anonymized during k-anonymization. Anonymization will be
performed according to the created hierarchy. The user determines the type and
levels of the hierarchy.Correctly determining the hierarchy is of great importance
for the efficiency of anonymization. Since the hierarchy type will vary depending
on the data type, it is also important to determine the data type correctly. Figure
3 below shows the area where the data type can be changed.

Figure 3. The part where attribute details can be seen and edited

ARX includes different generalization hierarchies for different types of attributes.
A few of these hierarchies have been addressed in this work [31].

5.2.1. Order-Based Hierarchies. Order-based hierarchy was used when creating
the generalization hierarchy for gender. Order-based hierarchy is a privacy protec-
tion technique used in data anonymization. In this technique, data is anonymized
based on the order of attributes. The idea is to anonymize the data in such a
way that the original order of the data is preserved, while at the same time the
identity of the individuals in the dataset is protected.

For example, consider a dataset that contains information about the age, gen-
der, and occupation of individuals. An order-based hierarchy for this dataset
could be created by first sorting the data based on age, then gender, and finally
occupation. The data can then be anonymized by replacing each value in the
dataset with the value in the same position in the hierarchy. This ensures that
the original order of the data is preserved, while at the same time the identity of
the individuals is protected.

Order-based hierarchy is particularly useful in cases where the order of at-
tributes is important for data analysis. By preserving the original order of the
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Table 2. Generalization hierarchy for gender

Level-0 Level-1
Female {Female, Male}
Male {Female, Male}

data, it allows for more accurate analysis of the data while still protecting the
privacy of the individuals in the dataset.

However, it is important to note that the effectiveness of order-based hierarchy
depends on the specific dataset and the privacy risks associated with it. As with
any anonymization technique, careful consideration must be given to the specific
use case and potential privacy risks before applying order-based hierarchy [7].
In the database in Table 1, the order-based hierarchy is selected for the gender
attribute and this hierarchy is shown in Table 2.

5.2.2. Masking-Based Hierarchies. Anonymization using masking is a privacy-
preserving technique that ensures the confidentiality of sensitive data while main-
taining its usefulness for research and analysis purposes. This technique involves
hiding or masking certain attributes of the data while keeping others visible.
Masked attributes can be replaced with fake or random values, like using the
initials of a person’s name instead of their full name or obscuring the last digits
of a Social Security Number.

Masking techniques can be applied to various types of data, including struc-
tured and unstructured data, such as text, audio, and visual data. The effective-
ness of masking depends on the level of masking used and the type of data being
protected.

There are different types of masking techniques, such as random, deterministic,
and permutation masking. Random masking involves replacing sensitive data
with random values, while deterministic masking uses a fixed algorithm to mask
the data. Permutation masking involves re-ordering the values of a dataset to
preserve its statistical properties while obscuring sensitive information.

One popular method of anonymization with masking is k-anonymity, which
involves grouping similar data points together to create a minimum group size of
k. Within each group, the sensitive attributes are masked or replaced with ran-
dom values to ensure that the group cannot be identified based on any individual
attribute. This technique helps to prevent re-identification attacks on the data.

Although anonymization with masking can be effective in protecting sensitive
data, it is essential to note that it is not foolproof. Researchers and analysts
must take adequate precautions when handling masked data to prevent potential
privacy breaches or re-identification attacks [7, 8]. In the database in Table 1, the
masking-based hierarchy is selected for the ZIP Code attribute and this hierarchy
is shown in Table 3.

5.2.3. Interval-Based Hierarchies. Anonymization with interval-based techniques
involves replacing numerical values with intervals or ranges to protect sensitive
data. This method is commonly used when the exact value of a data point is
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Table 3. Generalization hierarchy for ZIP Code

Level-0 Level-1 Level-2 Level-3 Level-4 Level-5
47000 4700* 470** 47*** 4**** *****
47004 4700* 470** 47*** 4**** *****
47008 4700* 470** 47*** 4**** *****
47012 4701* 470** 47*** 4**** *****
47031 4703* 470** 47*** 4**** *****
47073 4707* 470** 47*** 4**** *****
47098 4709* 470** 47*** 4**** *****
47400 4740* 474** 47*** 4**** *****
47402 4740* 474** 47*** 4**** *****
47408 4740* 474** 47*** 4**** *****
47601 4760* 476** 47*** 4**** *****
47630 4763* 476** 47*** 4**** *****
47677 4767* 476** 47*** 4**** *****
47689 4768* 476** 47*** 4**** *****

not necessary but the general category is still relevant. For instance, age can be
represented as an interval rather than the exact age.

The technique involves dividing the data into intervals and replacing the orig-
inal values with the corresponding intervals. The size and granularity of the
intervals can be adjusted to balance privacy and utility concerns. Data can be
grouped by similar characteristics to create larger intervals and further protect
privacy.

One popular method is k-interval anonymity, which involves grouping similar
data points together to create a minimum group size of k and replacing the values
with the corresponding interval. This technique can help prevent re-identification
attacks on the data.

Interval-based anonymization techniques can be used to protect numerical data
such as ages, income levels, or zip codes. They can be applied to both structured
and unstructured data, including text, audio, and visual data. While they can
effectively protect sensitive data, there is a potential loss of accuracy or utility in
the anonymized data that should be considered [11, 12]. In the database in Table
1, the interval-based hierarchy is selected for the age attribute and this hierarchy
is shown in Table 4.

6. Privacy Models

6.1. K-Anonymity. K-anonymity is a privacy protection technique used in data
anonymization. It involves masking or modifying personally identifiable informa-
tion (PII) so that individuals are not identifiable within a dataset. The concept
of K-anonymity is based on the idea that, in a dataset, a record is considered
anonymous if it cannot be distinguished from at least K-1 other records. The
value of K is chosen based on the sensitivity of the data being anonymized, and
the desired level of privacy protection.
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Table 4. Generalization hierarchy for age

Level-0 Level-1 Level-2 Level-3
21 [20,30[ [20,40[ *
22 [20,30[ [20,40[ *
25 [20,30[ [20,40[ *
28 [20,30[ [20,40[ *
29 [20,30[ [20,40[ *
31 [30,40[ [20,40[ *
32 [30,40[ [20,40[ *
33 [30,40[ [20,40[ *
35 [30,40[ [20,40[ *
36 [30,40[ [20,40[ *
38 [30,40[ [20,40[ *
41 >=41 >=41 *
42 >=41 >=41 *
45 >=41 >=41 *
47 >=41 >=41 *
50 >=41 >=41 *

To achieve K-anonymity, data is transformed by generalizing or suppressing
some of the attributes or fields of a dataset. For example, a dataset containing
age, gender, and zip code could be generalized by replacing specific ages with
age ranges and replacing exact zip codes with less specific geographic regions. It
ensures that an individual’s identity is protected, as their data is mixed in with
that of other individuals, making it difficult to identify any individual from the
dataset.

One of the advantages of K-anonymity is that it allows for the sharing of
datasets without compromising the privacy of individuals within the data, making
it useful for research purposes, where sensitive data needs to be shared with third
parties. However, K-anonymity is not a foolproof method of data anonymiza-
tion, as it can be vulnerable to attacks such as the homogeneity attack, where
an attacker can use external information to identify individuals within a dataset.
Overall, K-anonymity is a useful technique for protecting individual privacy in
large datasets, but it is important to consider its limitations and potential vul-
nerabilities [4]. K-anonymity is applied when each record in a dataset containing
sensitive data is identical to at least K other records. This means that a record can
be seen as part of a group with others, making it more difficult to be individually
identified. The formula for K-anonymity is:

K − anonymity = mincount(e)(e : QI)
Here, e represents non-sensitive attributes, and QI represents the attributes

that contain sensitive information that could reveal identities. The term count
(e) represents the number of records with the value e. For example, if a dataset
contains attributes such as name, age, and postal code, the postal code can be
considered a sensitive attribute. In this case, K-anonymity is achieved when there
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are at least K records with the same name and age. For instance, if k = 3, for
each postal code value, each record in the dataset should have at least three other
records with the same name and age attributes [4].

6.2. L-Diversity. L-diversity is a formal privacy model that addresses the limi-
tations of k-anonymity. Although k-anonymity ensures that a group of individuals
cannot be distinguished based on their sensitive attributes, it does not provide
protection against re-identification attacks on the distribution of those attributes.
L-diversity addresses this limitation by requiring that each group of k individuals
has l distinct sensitive attribute values, thereby ensuring that the sensitive values
are not concentrated within the group [6].

Several variations of l-diversity exist, including entropy l-diversity, recursive l-
diversity, and multi-attribute l-diversity. Entropy l-diversity measures the entropy
of the sensitive attribute values within a group, and requires that it exceeds a
certain threshold. Recursive l-diversity applies l-diversity recursively to the quasi-
identifiers, creating a hierarchy of levels of l-diversity. Multi-attribute l-diversity
extends l-diversity to multiple sensitive attributes.

L-diversity has been applied to a variety of data, such as healthcare data,
social network data, and location data. It has also been combined with other
privacy models, such as t-closeness, to provide more robust privacy guarantees.
L-diversity is a privacy model that aims to preserve the distribution of sensitive
data, in contrast to the k-anonymity model that only guarantees that a group
of k individuals cannot be distinguished based on their sensitive attributes. L-
diversity also requires that each group of k individuals must have distinct sensitive
attribute values. This ensures that the sensitive values are not overly concentrated
within the group, thereby increasing the protection against re-identification at-
tacks [8, 13].

6.3. T-Closeness. T-closeness is a privacy model that aims to prevent attribute
disclosure by ensuring that the distribution of sensitive attribute values in a group
of individuals is not too far from the distribution in the overall population [4].

T-closeness builds upon k-anonymity and l-diversity by addressing their lim-
itations. While k-anonymity ensures that each group of individuals is indistin-
guishable based on their quasi-identifiers, and l-diversity ensures that each group
has a diverse range of sensitive attribute values, neither guarantees that the dis-
tribution of sensitive values in a group reflects the distribution in the overall
population.

T-closeness requires that the distribution of sensitive attribute values in a group
should be no more than a certain distance (i.e., closeness) from the distribution in
the overall population. The distance is calculated using a distance metric, such as
the Kullback-Leibler divergence or the earth mover’s distance. The value of t in
t-closeness represents the maximum allowed distance between the distributions,
and it is typically set to a small value to ensure strong privacy guarantees.

There are several variations of t-closeness, including bounded distance t-closeness,
multi-dimensional t-closeness, and weighted t-closeness. Bounded distance t-
closeness limits the distance metric to a certain bound, to prevent outliers from
affecting the overall distance. Multi-dimensional t-closeness extends t-closeness
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to multiple sensitive attributes. Weighted t-closeness assigns different weights to
different sensitive attribute values, based on their importance or sensitivity.

T-closeness has been applied to various types of data, including healthcare
data, social network data, and location data. It has been shown to provide
stronger privacy guarantees than k-anonymity and l-diversity, and can be used
in combination with them to provide even stronger privacy guarantees [5, 14].
This model requires that the distribution of sensitive attributes of records form-
ing a k-anonymity group is under a certain limit when compared to a reference
distribution. The limit is known as the t-parameter.

The t-closeness formula is as follows: D(Pi||P∗) ≤ t
Here, Pi represents a sensitive attribute in a dataset, P* is the reference dis-

tribution, and the D function measures the distance between two probability
distributions. t is the limit value set as the t-parameter. The t-closeness model
can be applied to various types of data. It has been used for healthcare data,
geographic data, social media data, financial data, and many other types of data
[15]. An overview of the literature on these 3 privacy models is given in Table 5.

Table 5: Summary of Literature

S.No Article Technique Database Result
1 t-Closeness: Pri-

vacy beyond k-
anonymity and
l-diversity [5]

t-Closeness Healthcare
database

The article presents an
experimental study in-
volving the application of
t-closeness, k-anonymity,
and l-diversity tech-
niques to a dataset. The
results demonstrate that
the t-closeness model
provides better privacy
protection than the other
two models.

2 Quantifying
the Effects of
Anonymiza-
tion Techniques
Over Micro-
Databases [32]

Generalization,
bucketiza-
tion, random-
ization, and
combination

Micro
databases

The results showed
that the effectiveness
of the anonymization
techniques varied de-
pending on the specific
micro-database and the
chosen anonymity level.
The authors concluded
that a combination of
different anonymization
techniques could provide
better privacy protection
for micro-databases.
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Table 5 – continued from previous page
S.No Article Technique Database Result
3 Data privacy

preservation
algorithm with
k-anonymity

k-Anonymity Healthcare
database

The results show that the
algorithm is effective in
protecting the privacy of
sensitive data while still
maintaining data utility.
It was concluded that
the proposed algorithm
can be used as a tool
for healthcare data shar-
ing while preserving data
privacy.

4 t-Closeness: A
New Privacy
Metric for Data
Publishing [14]

t-Closeness More on
healthcare
databases
and social
security
databases

This metric is suggested
as an approach that
can be used in addition
to other techniques such
as k-anonymity and l-
diversity to preserve the
privacy of data. In this
study, the effectiveness of
t-closeness was examined
on different datasets, and
the results showed that it
outperformed other pri-
vacy techniques.

5 Multi-attribute
k-anonymity
with l-diversity
[13]

k-Anonymity,
l-diversity

More on
healthcare
databases
and social
security
databases

The paper introduces
Multi-Attribute k-
Anonymity with l-
Diversity, a technique
that uses k-anonymity
and l-diversity to protect
privacy and prevent
attribute disclosure.
Real-world datasets are
used to evaluate the
technique, considering
information loss and
data utility. Results
indicate that this tech-
nique surpasses the
traditional k-anonymity
and l-diversity methods
in preserving privacy and
maintaining data utility.
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K-anonymity, l-diversity, and t-closeness are three different privacy models pro-
posed to protect the confidentiality of healthcare databases. The reason why I
chose these three models is that they are proven and effective methods for pre-
serving the privacy of health data.

K-anonymity, l-diversity, and t-closeness models work together to provide a
higher level of privacy protection for healthcare databases. Their combination
ensures that each model complements the other, resulting in a more secure and
reliable method for preserving the confidentiality of health data. Therefore, the
combination of k-anonymity, l-diversity, and t-closeness is considered a trustwor-
thy method for protecting the privacy of health data.

6.4. Different Anonymization techniques and privacy models: Anonymiza-
tion techniques are methods that aim to securely share data by removing personal
information from its original state. During the process of anonymization, certain
criteria are used to reduce the decrease of the usefulness of the data. Techniques
such as removal of identifying information, merging data to enhance anonymity,
and adding noise are employed. However, it is important to note that anonymiza-
tion does not completely eliminate the personal information contained within the
original data. While anonymization techniques aim to facilitate secure data shar-
ing, they do not offer an absolute guarantee of privacy.

Privacy models, on the other hand, are mathematical models used to protect
private data. While they also assist in anonymizing data, they are designed
to safeguard the privacy of the data. Privacy models such as K-anonymity, L-
diversity, and T-closeness are used to preserve the original state of the data
while ensuring its protection. These models employ various criteria during the
anonymization process to safeguard private data. In summary, anonymization
techniques and privacy models serve different purposes in ensuring data privacy
and security. Anonymization techniques aim to facilitate secure data sharing,
while privacy models use mathematical models to protect private data.

7. Experimental Results

7.1. Experimental Setup. The database used in this study is a database con-
taining personal healthcare data. Healthcare database was chosen because the
increasing data collection, storage, and processing with advancing technology
have started to create privacy issues for healthcare data, which is very impor-
tant in terms of privacy. This database was created with random values because
typically, sensitive information is not available in databases shared on the inter-
net, and as a result, observing privacy techniques remains superficial. Therefore,
a database was created including sensitive data. The database has 6 different
attributes, ID, name, gender, age, ZIP Code, and disease. After examining the
examples, it was understood that the use of privacy models for each database
may not be comfortable, so these random values were carefully selected to ensure
the optimum performance of the privacy models.

7.2. Experimental Results for K-Anonymity. When applying k-anonymity
to the database, the sensitivity of the ID was chosen as insensitive, name as
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direct identifier, and gender, age, and zip code as quasi-identifiers. Diseases
are also considered quasi-identifier because k-anonymity alone does not protect
sensitive data. If sensitive data is available, l-diversity or t-closeness should also
be applied. Since only k-anonymity will be shown in this section, the disease was
also chosen as quasi-identifier and a generalization hierarchy was created for the
diseases. In the database in Table 1, the order-based hierarchy is selected for the
disease attribute and this hierarchy is shown in Table 6.

Table 6. Generalization hierarchy for disease

Level-0 Level-1 Level-2 Level-3
Flu Upper Respiratory Tract Contagious *
Hepatitis B Liver Contagious *
Gastritis Stomach Non-infectious *
Heart Disease Heart Non-infectious *
High BP Heart Non-infectious *

The table and groups formed when 2-anonymity is applied to the table given
in Table 1 are shown in Figure 4. The groups are formed in such a way that they
cannot be distinguished from at least k-1 other records. The ID has not been
changed since it is insensitive, while the Name identifier has been concealed.
The quasi-identifier values have been modified using generalization hierarchies to
provide the most optimal result according to the calculations performed by ARX.

Figure 4. Tables and groups after applying 2-anonymity

There are 3 patients in the table who cannot be grouped. These patients could
not be grouped because there are no other records that they could be grouped
with. For instance, if the completely hidden patients were not hidden, their values
would appear as follows, respectively:

10, *, Male, [30,40[, 47***, Non-infectious 12, *, Male, ¿=41, 47***, Non-
infectious 14, *, Male, [30,40[, 47***, Contagious

In this case, when looking at the table, there are no k− 1 (2-1) values that can
be grouped with these records. Therefore, these records must be hidden in order
to protect privacy.

When looking at this data, for example, a person looking at the first group
could understand that there are two women between the ages of 20 and 30 in
this region who have a contagious disease. This would result in a privacy breach,
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which is highly undesirable. That is precisely why sensitive data needs to be
protected with l-diversity or t-closeness, as k-anonymity alone is not sufficient.

The yellow box on the screen provided in Figure 5 contain the optimal anonymiza-
tion levels. Anonymization level is 0 for gender, 1 for age, 3 for ZIP code, and 2
for disease. The corresponding hierarchy tables for these levels are available.

Figure 5. Tables and groups after applying 3-anonymity

When examining the table in Table 1 for 3-anonymity, Figure 6 is obtained. As
can be seen, the groups are formed in such a way that they cannot be distinguished
from at least k-1 (3-2) other records, and the anonymization levels have also
changed.

Figure 6. Explore Results screen for 2-anonymity

The anonymization levels are 0 for gender, 3 for age, 3 for ZIP code, and 2 for
disease. The hierarchy tables show what these levels correspond to. Additionally,
we can see these results in the table after applying 3-anonymity in Figure 7. The
percentages in the Explore Results screen show the rates of hiding the attributes.

7.3. Experimental Results for L-Diversity. When applying l-diversity to
the database, the sensitivity of the ID was chosen as insensitive; name as direct
identifier; gender, age, and zip code as quasi-identifiers and disease as sensitive.
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Figure 7. Explore Results screen for 3-anonymity

L-Diversity focuses on sensitive data. The 2-diversity applied version of Table 1
is shown in Figure 8.

Figure 8. Tables and groups after applying 2-diversity

As can be seen, 2-diversity groups patients with at least two different diseases.
This prevents a single sensitive attribute from being prevalent in a group and
therefore prevents re-identification. In Figure 8, only 2-diversity has been ap-
plied. However, when 2-diversity is applied after 2-anonymity, the same result
is obtained. This is because, for this example, 2-diversity already satisfies the
2-anonymity condition.

As can be seen in Figure 9, the optimal result consists of 0 anonymity levels
for gender, 1 anonymity level for age, and 3 anonymity levels for ZIP code.

In Figure 10, 3-anonymity and 2-diversity have been applied to the tables.
Anonymization was performed using 0 anonymity levels for gender, 3 anonymity
levels for age, and 2 anonymity levels for ZIP code.

7.4. Experimental Results for T-Closeness. When applying t-closeness to
the database, the sensitivity of the ID was chosen as insensitive; name as direct
identifier; gender, age, and zip code as quasi-identifiers and disease as sensitive.
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Figure 9. Explore Results screen for 2-diversity

Figure 10. Tables and groups after applying 3-anonymity and 2-diversity

T-closeness focuses on sensitive data. The version of Table 1 with 0.7-closeness
applied is shown in Figure 11. As the T value decreases, the protection increases
but the data loss also increases.

Figure 11. Tables and groups after applying 0.7-closeness

In Figure 11, only 0.7-closeness has been applied. However, when 0.7-closeness
is applied after 2-anonymity, the same result is obtained. This is because, for this
example, 0.7-closeness already satisfies the 2-anonymity condition.

Figure 12 shows a table where 2-anonymity and 0.6-closeness are applied. The
T value has been decreased compared to the example in Figure 18, resulting in
increased protection but also data loss.
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Figure 12. Tables and groups after applying 2-anonymity and
0.6-closeness

8. Experimental Analysis

The closer the score on this screen is to 0, the less likely the result is to be
re-identified, meaning it is better. ARX calculates this score and selects the
optimal box with the best score. As a result of applying 3-anonymity to the
database in Table 1, the score was found to be greater than the score of 2-
anonymity. Therefore, we can compare 2-anonymity as more optimal for this
database. However, it should not be forgotten that data loss also occurred in
2-anonymity. Losses and gains in privacy should be measured carefully.

When 2-anonymity and 2-diversity are applied to the database, the resulting
score is closer to 0 compared to when only k-anonymity is applied. Therefore,
we can say that applying 2-anonymity and 2-diversity to this database provides
a better result than only applying 2-anonymity or 3-anonymity. After applying
3-anonymity and 2-diversity to the database, the score of 0.48 was calculated,
which is worse than the score of 2-anonymity and 2-diversity.

The score of the 0.7-closeness is 0.38, is greater than the score of 2-anonymity
and 2-diversity. Therefore, based on this score, we can say that 2-anonymity and
2-diversity are better protection options for this database. It’s important to note
that these techniques may have different levels of effectiveness and may be more
suitable for certain types of data or use cases. Additionally, some techniques may
require additional measures to ensure the security and confidentiality of the data,
such as secure communication protocols and access controls. Following Table 7
provides a list of different techniques and their relevance to different types of
data.

K-anonymity is used to group individuals with similar attributes, while l-
diversity is used to increase the diversity of the distribution of these groups.
T-closeness controls the proximity of groups based on sensitive attributes. The
k-anonymity method is more effective for large databases because it is easier to
group unique identities due to the large number of records in such databases.
These databases usually contain records of students, patients, or employees.

L-diversity is an anonymization method that provides more diversity of sensi-
tive attributes within a group with different values. For example, if a group of
people has different ethnicities, the l-diversity method ensures that the group is
more diverse in terms of their ethnicities. L-diversity is a more effective method
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Table 7. Relevance of different Privacy Techniques for Protecting Data

S.No Techniques Type of Data
1 K-Anonymity Big databases, personal data, health data, geo-

graphic data, transaction data
2 L-Diversity Sensitive data (medical records, ethnicity, etc.)
3 T-Closeness Sensitive data (medical records, ethnicity, etc.)
4 Differential privacy Personal data, health data, geographic data, social

network data, financial information
5 Data masking Financial data, health data, transaction data, per-

sonal data
6 Data mixing Personal data, health data, geographic data

for heterogeneous data. This technique is particularly effective in protecting
healthcare data, where many people have similar illnesses. This technique is ef-
fective regardless of the size of the database, given the sensitive nature of the
data.

The T-closeness method is an anonymization method used when the distribu-
tion of sensitive data is close to each other in the database records. This method
is more effective for anonymizing data in situations where the distribution of sen-
sitive data is homogeneous. T-closeness is often used to protect financial data,
and it is suitable for smaller databases due to the sensitivity of the data.

Large databases are generally anonymized using the k-anonymity method,
while l-diversity and t-closeness methods can also be used in different scenar-
ios. L-diversity method can be more effective, particularly when sensitive data
is heterogeneous. Similarly, the t-closeness method can be used more effectively
for anonymization in situations where the distribution of sensitive data is homo-
geneous.

In conclusion, the choice of anonymization method depends on the character-
istics of the data. The k-anonymity method is the most commonly used method
for large databases, but the l-diversity and t-closeness methods can also be used
in different scenarios and for different purposes. Therefore, the characteristics of
the data should be considered when selecting an anonymization method.

9. Conclusion

In conclusion, the development of smart healthcare environments has created
significant privacy concerns that must be addressed to protect individuals’ sen-
sitive data. The European Convention on Human Rights recognizes the right to
privacy under Article 8, which stipulates that ”everyone has the right to respect
for his private and family life, his home and his correspondence.” As such, pri-
vacy is a fundamental human right, and the use of privacy-preserving techniques
is essential to protect this right. Sensitive healthcare data can reveal personal
information that should be protected to prevent potential harm to individuals.
The use of privacy-preserving techniques such as k-anonymity, l-diversity, and
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t-closeness can help mitigate the risk of privacy breaches and protect individuals’
sensitive data.

However, the implementation of these techniques is not always straightforward,
and their effectiveness depends on several factors, including the data set, the at-
tack model, and the privacy risk model. Therefore, it is essential to develop
appropriate policies and regulations to ensure the effective implementation of
privacy-preserving techniques in smart healthcare environments. Smart health-
care environments provide an opportunity for the collection and analysis of vast
amounts of sensitive data. However, the use of this data also raises significant pri-
vacy concerns. It is crucial to identify sensitive data elements and adopt privacy-
preserving techniques to protect the privacy of individuals. With the increasing
use of technology in healthcare, it is necessary to maintain a balance between the
benefits of using this data and the potential harm that can result from a privacy
breach.

K-anonymity, l-diversity, and t-closeness are three popular privacy-preserving
techniques used to protect sensitive data in healthcare environments. K-anonymity
ensures that each record in a dataset cannot be distinguished from at least k-1
other records. L-diversity, on the other hand, ensures that each sensitive attribute
has at least l well-represented values in a dataset. T-closeness is a privacy metric
that measures the distance between the distribution of a sensitive attribute in a
dataset and its distribution in the overall population.

These three privacy models were tested using ARX which is a data anonymiza-
tion tool for privacy protection techniques. The k-anonymity, l-diversity, and
t-closeness techniques were tested with ARX to determine which techniques were
more effective. The results may vary for different datasets, in this study, the
combination of k-anonymity and l-diversity has yielded the most effective result
for the used database, while the use of t-closeness has provided the second most
effective result. However, a literature review reveals that t-closeness is generally
more efficient.
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